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ASSESSMENT

Attacks during the past seven months against the Germans in Tunisia; French in Pakistan
and Yemen and Australians in Indonesia have illustrated al-Qaeda’s current primary
focus on targeting the major allies of the United States (US) in its campaign in
Afghanistan. While there have been attacks against US forces in Kuwait and the
Philippines, it is our opinion that the current primary focus is US allies.

On 9 Oct. 2002, Ayman al-Zawahiri said in a newly released video, “We have sent some
messages to the allies of American so that they may stop their involvement in its Crusade.
The mujahideen youth have issued messages to Germany and another one to France. So if
this is not enough, then we are prepared to increase it by the help of Allah.” This current
focus does not, however, alleviate the threat against US interests either within US borders
or abroad.

It is our strong opinion that long-term pre-9-11 plans for another major attack designed to
match or supersede the 9-11 attack will be executed when al-Qaeda believes it is most
advantageous to do so. An assessment on the most likely window for such an attack
within the continental US (CONUYS) is included at the end of this report.

Without addressing threats to US targets, we believe there exists a significant threat of
additional attacks against the oil industry as well as US allies. Specifically:

1) Tankers transiting oil shipping lanes, particularly the Arabian Gulf and Horn
of Africa areas, are under a high risk of attack. The threat from al-Qaeda is not
limited to shipping lanes but also includes ports, loading/off-loading facilities
and even support infrastructure located inland. This is emphasized in the 13
Oct. 2002 statement from al-Qaeda’s Political Bureau which said, “The
operation of attacking the French oil tanker is not merely an attack against a
tanker - it is an attack against international oil transport lines and all its
various connotations.”

2) German, French and Australian interests both within and outside their
geographical borders will remain threatened. However, we believe that an
even greater risk exists to US allies not previously attacked, such as the
United Kingdom (UK) and Canada. While arguments within the Islamic
extremist community exist against targeting countries such as the UK, it
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cannot be presumed that this position will dominate the debate. There also
exists a significant threat to Saudi and Jordanian interests.

Note on Dual-Purpose Targeting:

The three attacks against US allies have all served dual targeting interests (i.e.
Germany/synagogue, France/oil, Australia/tourism). It can be expected that al-Qaeda will
continue to seek dual-purpose targets whenever possible.

Note on Afghanistan and Pakistan:

Over the course of the past 10 months there has been a steady stream of al-Qaeda-
affiliated attacks in Afghanistan and Pakistan against US and allied interests. Due to the
political environment in these two countries, those operations have been excluded from
consideration in this assessment. However, the 8 May 2002 bombing operation in
Karachi, Pakistan, which resulted in the death of a number of French nationals, may be
considered as another significant operation against a US ally if it is concluded that the
prime target was the group of French nationals, rather than the Sheraton Hotel.
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ATTACKS AGAINST US ALLIES

Australia

- Around 2330 local time on 12 Oct. 2002, two suspected car bombs detonated next to the
Sari club and other nightlife establishments on Kuta Beach in Bali, Indonesia. At least
187 people were killed and at least 300 injured. The majority of the victims were
Australians and other foreign nationals.

Germany

- On 11 April 2002, al-Qaeda member Nizar Sayf-al-Din crashed a fuel tanker into the
Ghriba Synagogue in Djerba, Tunisia. Nineteen people were killed, including 14 German
tourists.

France

- On 8 May 2002, a car bomb in Karachi, Pakistan detonated next to a bus carrying
French naval engineers. Fifteen people were killed, including 11 of the French engineers.
Al-Qaeda is suspected of being involved in the attack.

- On 6 Oct. 2002, a boat packed with explosives rammed into the French-owned tanker
Limburg as it headed into the port of Ash Shihr at Mukallah, Yemen to bring on more oil.
The crew abandoned ship at 1200 local time [0900 GMT] when they were unable to put
out the ensuing fire after the blast. The ship is managed by the French Ship Management
company and owned by Euronav. France Ship Managing Director Peter Raes: "A junior
officer saw a craft approaching the Limburg. He was of the opinion that we touched that
craft and then there was an explosion." Raes went on to say that the ship, which was built
in 2000, is a double-hulled tanker that was barely moving at the time of the explosion. He
said the blast/impact penetrated through both hulls and 7-8 meters into the cargo hold
filled with crude oil. One member of the crew was killed. The ship lost 90,000 gallons of
oil after the blast. According to a 10 Oct. 2002 report in Asharq al-Awsat, the newspaper
received a statement from the Aden-Abyan Islamic Army claiming responsibility for the
attack. On 14 Oct. 2002, a 4-page Arabic statement from Osama bin Laden dated 12 Oct.
began circulating in jihadi circles. In the statement, bin Laden refers to the 8 Oct. attack
on US Marines in Kuwait and the attack on the Limburg. He says, "We congratulate our
Islamic nation for heroic and brave jihadi operations that were undertaken by its justified
mujahideen sons in Yemen against the crusader oil tanker and in Kuwait against the
invading forces and the American occupation. By hitting the oil tanker in Yemen, the
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mujahideen hit the secret line, the provision line and the feeding to the artery of the life of
the crusader's nation. They reminded the enemies of the heaviness of the blood bill and
the enormity of losses, that they will pay a high price for the continuation of their
aggression on our nation and their plunder of our good and our wealth.”
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STATEMENT FROM AL-QAEDA’S POLITICAL BUREAU - DRAFT ENGLISH
(dated 13 Oct. 2002, released in wide circulation on 15 Oct.)
Translated by Aimee Ibrahim

“Statement from the al-Qaeda organization regarding the explosion of the Christian oil
tanker in Yemen”

After the United States and its Christian allies had assumed that they had suppressed the
hazard of the mujahideen and secured their strategic, military and commercial interests in
the region and deluded themselves and their people domestically, and the world,
internationally; and after giving deception and treachery to the regime in Yemen and
everything was done to catch, pursue and detain the Muslim mujahid youth in Yemen;
and we have experienced the passage of a complete full year since the Christian world
war against the jihad of the mujahideen throughout the world, and the passage of two full
years since the attack on the American destroyer, the USS Cole, in the Yemeni port of
Aden.

At this time, and in Yemen specifically, close to where the destroyer exploded at Aden
and at a close distance to Bab al-Mandab which is of strategic importance, the
mujahideen attacked anew at a strategic Christian target. Attacking a commercial target
of this size, at this time, under these circumstances, and in this way has more significance
and meaning. For it means:

1) All the military, security and political, etc. efforts that America and its allies have done
to protect their strategic interests in this area have been futile.
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2) The mujahideen by the grace of God, no longer have restraints on action and are
capable of surprising their enemy and [carrying out] attacks that are decisive, lethal and
strategic and in the appropriate time and place they determine.

If al-Qaeda were the entity that carried out that attack or if it were another of the
mujahideen bases that adhere to the same ideology, thought and methodology, both
assumptions are disfavorable with respect to the Americans and their Christian allies.
Because, the assumption that al-Qaeda is the one that carried out the attacks means, first,
that al-Qaeda remains strong, and is able to attack in the same place in which it attacked
before, [translation uncertain: and all the international horrors the Americans are known
for in what they call their "war on terrorism" and their unusual successes in "uprooting
terrorism, its leaders, its bases and its roots" is merely (propaganda) and their deceptive
words will go up in the first cloud of smoke rising from the ship.]

And if it were mujahideen other than al-Qaeda that carried out the attack, then the
situation is graver because that simply means that the Qaeda that is led by Sheikh Osama
bin Laden is only one base of the many bases that are prevalent in this Ummah. So
America and its Christian allies should strongly heed this.

So that we don't grant a complimentary security consultation to the enemy, we won't
specify which assumption is the correct one, but we leave [the enemy] to drown in all the
assumptions and possibilities that have arisen in the two years without arriving at
anything in the case of the attack against the destroyer, the USS Cole.

3) Likewise, the operation revealed the true danger the mujahideen pose to the strategic,
commercial and military interests of the enemy.

If a boat that didn't cost US$1,000 previously managed to ruin a destroyer worth over
US$1 billion, and its symbolic value cannot be measured, and a similar boat managed to
devastate an oil tanker of that magnitude, so imagine the extent of the danger that
threatens the West’s commercial lifeline which is petrol. This region sits on the largest
[oil] reserves, owns the largest quantities and contains [the industry’s] most important
passages and lanes.
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The operation of attacking the French oil tanker is not merely an attack against a tanker -
it is an attack against international oil transport lines and all its various connotations.

4) And beyond the security, military and commercial significance, the attack carried a
strong political message to the alliance of Washington and its enemies in their war
against the Islamic nation - that they will never be far away from the hand of God's
retaliation through the mujahideen.

[Additional text praises Yemenis for their bravery and courage.]

[Signed]

Political Bureau of the Organization of al-Qaeda al-Jihad
Sunday 6 Sha'ban 1423h

13 October 2002m
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STATEMENT FROM AL-QAEDA'’S POLITICAL BUREAU - ARABIC
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AL-QAEDA'S NEXT ATTACK WITHIN CONUS

Assessment

The below assessment reflects what IntelCenter currently views as the most likely
scenario for the next attack by al-Qaeda within the continental US (CONUS). The below
points are by no means concrete rules that al-Qaeda will necessarily abide by and
consequently need to be viewed in their appropriate context. Al-Qaeda's tactical and

targeting options are numerous and varied, and security planning must therefore remain
flexible.

The assessment is based on our analysis of previous al-Qaeda operations, statements and
other information.

Time Frame
-08:00 - 21:00 ET

- Monday - Friday

- August - December

Notes:

- Major al-Qaeda operations have historically occurred between August and December,
and on average have been spaced apart by about one year.

- The exception for the time frame would be for attacks aimed at special events or other
circumstances which would necessitate a variation, such as an attack against a military
housing facility (where an evening attack would be more effective).
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Targets

- Financial institutions or targets against which a successful attack would have a
perceived financial impact

- Government facilities, especially those with a high-profile or those serving a critical
function

Notes:

- The most likely targets will be those that allow for flexibility in attack execution. One-
time events or events for which there is a small window of opportunity are less likely to
be hit than targets that can be hit any day of the week with equal effect.

Tactics

- Piloted vehicular assault like the 9-11 operation (may utilize planes, boats, trucks or
other vehicles)

- Large vehicular bombing

Notes:

- There is a high probability that either tactic will involve multiple, simultaneous attacks
against geographically-separated targets.

- If al-Qaeda has successfully obtained chemical or biological weapons, a dirty device or
a nuclear weapon, there is a high probability it will attempt to use it.
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